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But	cyber!





Where	are	we	with	security	in	2016?







The	state	of	the	industry…



What	we	need	to	do	differently…



What	is	threat?

What	is	intelligence?

intent,	capability	and	opportunity



What	can	threat	intelligence	help	you	with?

Are	we	part	of	x	
new	hack?

If	the	hackers	reuse	infra	
will	notice	and	be	able	to	
take	advantage	of	that?

IS	this	part	of	a	
larger	campaign	

What	has	this	IP	
done	in	the	past?

How	did	we	get	
infected?

Are	we	Targeted?

How	do	we	know	if	we	
are	completely	clean	of	

compromise?



Indicators	of	Compromise…

Site	C

CLOUD

Internet

Data	Center

Site	B

Site	A

• Observables

• Measurable	 events

• Stateful properties

“An	IOC	is	an	observable	artifact	of	an	
intrusion	on	a	host	or	network.	Analysts	
can	use	it	to	trace	the	steps	of	an	attack	
and	identify	what	was	affected,	how	long	
it	was	active	or	if	there	are	any	persisting	
elements	of	the	intrusion.”



What	is	an	indicator?

*	Full	list	at http://openioc.org/terms/Current.iocterms



IP	with	no	(or	invalid)	context…

8.8.8.8



IP	with	context…better
Attachment	MD5s:
b4fe7224da594703e78d62d9cb85c5f4c3a00c36
ea51040c3a10c557154bc7b15b9acbcd6555539
8a7e3fd0f0a389cf9582b75b4f8855dbe555bff08
0c57808aBe699ba4855340adf5c9d7092e9df08
b

Payload URLs:
hxxp://internetz1[.]com/03/39.exe
hxxp://gggrp[.]com/03/59.exe
hxxp://fefg[.]com/03/39.exe
hxxp://woofe[.]com/03/39.exe
hxxp://contestswin[.]net/03/39.exe

PayloadMD5:
5e91af2e44c17de55134ff935c0f30f1

C2:
130.0.133[.]35

Malware: Dridex

Attachment	File	Name: RZZA3440.doc



Intelligence	– best	
Investigator	finds	new	malware	in	word	doc	
used	 in	spearphish
– hashes	 file	
7c47ff87c0frca93e135c9acffee48d3f	
– Sandboxes	and	Finds	c2	
Query	TI	dbase	(Intel	471)
finds	that	same	file/C2	has	been	used	
before	by	a	specific	hacker	group	X

Group		X	uses	various	hacker	forums,	IRC,	samples	 ,	URLS	and	C2’s

Check	nF for	IRC	connections	 to	server.	Runs	the	new	IOCS	into	comparison	engine	
and	finds	other	 infections	 – helping	organization	completely	 understand	and	fix	the	
problem		



Progression?	of	detection	capabilities

Getting	hacked

Anti	Virus

Exploit	Sigs	
(IDS/HIDS) Logging

SIEM

PCAP

NBAD/nF Big	
Data/Analytics	

IOCs

DPI	attack	sigs	
(Yara)

TTPs

Nirvana



Feeds…



Sources…(providers)

Industry	Orgs Secret	Groups Vendor	Threat	Intel

First	Party	Data Government	Orgs Peer	Groups

Open	Source CIRTS ISACS



What	IS	context?

Start	time?

End	time?

Impact?

Data
restriction?

Who	found	it?
(contact)

How	was
it	found? Related	activity?

Description?

Confidence?



Data	Enrichment…

Whois GeoLocation Reputation

History Hash PDNS

VirusTotal Sandboxing Confidence



Malware
processing

Where	does	the	data	come	from	

WebCustomer
data	

Scanning
Crawling	

Honeynets

Human
INT	



How	to	eat	them	

CSV

IOCCybox
Raw	



Decision
Is	there	a	match?

IDS/IPS
HIDS
NetFlow
…

Splice/Splunk
SIM,	Logger

Soltra
ThreatGrid
Crits

Internet	Identity
Fox	IT
Intel	471
iSight Partners
ZuesTracker
CriticalStack

Operationalizing…Platforms	

Providers Feed	Manager Integration
Internal
Data

Subscribed	Controls



• Python/Django front	end	UI
• Apache	or	Django runserver

• MongoDB backend
• Fault	Tolerant
• High	Performance
• NO	SQL
• Mongo	 FS	for	 files

• Document	based
• Files	and	metadata

How	does	Cisco	do	it
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What	does	CRiTs look	like	



Detect

Automated	Indicator	Actions

Prevent

DNS	RPZ

BGP HIPS

Syslog

In	Progress

passive	DNS

Share

Govt

Current

Future

CSIRT

SCCM

ESA

HIPS LUPA/
PCAP

WSA

Partner

CRITS

MD5

IPV4
Regkey

AV SBG

CDSA

Lancope



wmic	/node:"@server-targets.txt"	 service	get	name

wmic /node:"machine-FQDN"	 service	get	name

What	about	techniques	



C:\>wmic qfe get HotfixID,ServicePackInEffect,InstallDate,InstalledBy,InstalledOn /format:csv

So	what	could	you	do	



Powers(hell)
Set-ExecutionPolicy Mimikatz EncodedCommand Find-AVSignature

DllInjection Invoke-Shellcode Get-Keystrokes Get-
TimedScreenshot

Invoke-
CredentialInjection

Invoke-PSInject Invoke-ServiceStart Get-RegAutoLogon

Add-
ScrnSaveBackdoor

Invoke-
ServiceUserAdd

Write-ServiceEXE Invoke-
TokenManipulation



Where?	
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Making	it	intelligent

What	do	you	do	with	this	data	to	help	your	organization	

• Detecting		this	technique	means	logging	WMIC	&	
Powershell

• Pull	logs	from	at	least	your	server	environment		
• Whitelist	know	good	and	alerting	on	all	else
• Empire	commands	get	investigated	immediately	



Maturity… Low:	most	indicator-based;	IP-based	blocking;	
only	able	to	consume	tactical	products.

Medium:	indicators	are	grouped	and	have	
context;	Indicator	to	internal	data	comparisons	
automated.	Mix	of	3rd	party	with	some	first	
party

High:	production	of	unique	and	relevant	
products	for	different	internal	customers;	Used	
for	prioritization	of	security	arch.	Automatic	
subscription	of	high	fidelity	data	to	security	
controls.		HI-FIDELITY	FIRST-PARTY	
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Can	you	protect	what	you	can’t	see?



Thanks!


